Henb3asa

1. Bcem nogpspg coobwaTtb CBOK YacTHYO nHdopMaumio (HacToswmue umsi, dhamunuio, TenedoH,
agpec, HoMep LUKOnNbI, a Takke doTorpadum CBoU, CBOEN CEMbU 1 Apy3en);
2. OTkpblBaTb BMOXEHHbIE dhannbl 3NEKTPOHHON NOYTbI, KOr4a He 3Haellb OTNPaBUTENS;
3. [pybuTb, NpuanpaTtbCsl, Oka3blBaTb AaBeHne - BECTU cebs HEBEXITMBO M arpeCCuBHO;
4. He pacnopsixancsa geHbramm TBoen ceMbi 6e3 paspelleHns cTapLunx - BCcerga cnpaluvBan
pooutenen;
5. He BcTpevancsa ¢ IHTepHET-3HaKoMbIMW B pearbHOM XN3HWU - MOCOBETYMNCSA CO B3POCIIbIM,
KOTOpOMY AoBepsieLlb.

OcTOpOXHO
1. He Bce nuuwyTt npasay. Yutaews o cebe Henpasay B VIHTepHeTe - coobLm 06 3TOM CBOMM
poauTensiMm Unun onekyHam;
2. [MpuvrnawatoT NnepenucbiBaTbCs, Urpatb, 0OMEHNBATLCS - NPOBEPb, HET N NOABOXA;
3. HesakoHHoOe konupoBaHue (painnos B VIHTepHETE - BOPOBCTBO;
4. Bcerga paccka3sbiBay B3pOCbIM 0 Npobnemax B CETU - OHU BCerga nomoryT;
5.  Wcnonb3yn HacTporkn 6€30nacHOCT! 1 NPUBATHOCTM, YTOOLI HE NOTEPSATbL CBOU akKayHTbI B
coLceTsX 1 gpyrux nopranax.

MoxHo
YBaxan apyrnx nonb3oBarterneu;
Monb3yelbca NHTEPHET-UCTOYHMKOM - Aenan CCbIfKy Ha Hero;
OTKpbliBal TONBKO TE CChISKN, B KOTOPbIX YBEPEH;
O6palyaTtbcs 3a NOMOLLBIO B3POCHbIM - pOAUTENM, ONEKYHbI 1 aAMUHUCTPaLMSA CanToB Bcerga
nomoryT

AP wbdPE

NudopmanuonHasi mnamMsiTKa sl 00yYal0IIMXCsl /151 pa3MellleHUus1 Ha o) aJIbHbIX
HHTEpPHeT-pecypcax

C KakgblM roqomM MOSOAEXN B UHTEPHETE CTAHOBUTLCS OOrblUe, a LUKOMbHUKN OOHWN N3 CaMbIX
aKTUBHbIX Nosib3oBaTenen PyHeTa. Mexay TeM, TOMUMO OrPOMHOMO KONMYecTBa BO3MOXHOCTEN,
WHTEPHET HeceT 1 nNpobnembl. 3Ta NamATKka AomkHa NnoModb Tebe 6Ge3onacHo HaxoaAnTbCHA B CETU.

KoMmnbroTepHble BUPYCbI
KomMnboTepHBIN BUPYC - 9TO pa3HOBUOHOCTb KOMMbIOTEPHBIX NPOrpaMm, OTIIMYUTENBHON OCOBEHHOCThIO
KOTOpOW ABMSIETCA CMOCOBHOCTL K pa3MHOXeHU0. B gononHeHne K 3Tomy, BUpPYCbl MOTYyT NOBPEAUTb
UM NOMHOCTBIO YHUUTOXWUTbL BCe (pawifbl U AaHHble, MOAKOHTPOSbHbIE NONb30BaTeNto, OT UMEHM
koToporo bbina 3anyLeHa 3apaxkeHHasi NporpaMma, a Takke NoBpeanTb Uin Jaxe YHUYTOXUTb
onepaLyMoHHY CUCTEMY CO BCeMMU (pannamm B Lenom. B 6onbLUMHCTBE Cry4YyaeB pacnpoCTpaHAKTCS
BMPYCbl Yepe3 UHTEPHET.

MeToAabl 3aWnNTbI OT BPeAOHOCHbIX NMpOorpamMmm:
1. Wcnonb3ayih coBpeMeHHbIE OnepaLuoHHbIE CUCTEMBI, UMEIOLLIME CEPbE3HbIN YPOBEHb 3aLUUThbl OT
BPEOOHOCHbIX MPOrpamMm;
2. TMocTosaHHO ycTaHaBnuBanm nadtu (LMdpoBble 3annaTkm, KOTOpble aBTOMaTUYECKN
yCTaHaBMMBAaKTCS C LENbio 4OpaboTku Nporpammel) U Apyrue o6HOBMEHNSI CBOEW OnepauvoHHON
cuctembl. CkaumBan Ux ToNbKO ¢ oduumnansHoro canta paspaborunka OC. Ecnu cyliecTtByeT pexum
aBTOMaTMYEeCKOro OOHOBMEHWS, BKIOYY €r0;
3. Pabotan Ha cBoeM koMMblOTEPE NOA NpaBaMu NONb3oBaTens, a He agMUHUCTpaTopa. ATo He
No3BONUT BOMBLUNMHCTBY BPEAOHOCHBIX MPOrpamMM UHCTaNNMMpPOBaTbCA HA TBOEM NEPCOHANbHOM
KOMMbHOTEPE;



4.  Wcnonb3y aHTUBMPYCHbIE NporpamMMHble NPOAYKTbl U3BECTHLIX Npon3BoauTeNen, ¢
aBTOMaTMyeckMMm oBGHoBneHnem 6as;

5. OrpaHuyb pmandecknin JOCTYN K KOMMbOTEPY A5 NOCTOPOHHUX MNNLL;

6. Vcnonbsyi BHelwHWe HOCUTENY MHADOPMaLIMK, Takne Kak dneLuxka, AUCK nnun gann ns
WHTEPHETA, TONbKO N3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTkpbiBan KoMNbOTEPHLIE (halnbl, NONYyYEHHbIE U3 HEHaAEXHbIX UCTOYHUKOB. [Jaxe Te
havinel, KOTOpbIE NpUcnan TBOW 3HaKOMbIN. Jly4lle yTOYHW y Hero, oTnpaensan N1 oH Tebe mx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepenaym AaHHbIX, HE TEXHOMNOrMs, a BCero nuib 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHus 3apermctpuposana 6peHg "WECA", yto o603Hayano cnosocodeTaHme
"Wireless Fidelity", koTopbIn nepeBogmMTCs Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpemeHn gowuna gpyras abbpesunartypa, KoTopasi ABMSAETCS TakoW e TexHornornen. 1o
abbpesmnatypa "Wi-Fi". Takoe Ha3BaHWe ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOM
TexHukn Hi-Fi, 4To B nepeBoae 03Ha4YaeT "BblCOKasi TOYHOCTL".
[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTENAX N adponopTax ABMSETCS OTIMYHON BO3MOXHOCTLHO
BbIXO4a B MHTEPHET. Ho MHOrne akcnepTbl cunTaroT, 4To 06wenoctynHele Wi-Fi ceTn He aBnsoTcs
©e3onacHbIMU.
CogeTbl No 6e3onacHocT paboTtbl B 00LwenocTynHbix cetax Wi-fi:
1. He nepenasai cBOK NUYHYKO MHOpMaLmMIo Yepes obwenoctynHele Wi-Fi ceTn. Pabotas B HuX,
XernaTenbHO He BBOAWTb Naponu A0CTyna, JIOMMHbI U Kakue-TO HOMepa;
2. Wcnonb3yn n 0O6HOBNS aHTMBUPYCHbIE NporpamMmbl U 6paHamayep. Tem caMbiM Tbl
obesonacuiub cebs OT 3akadkn BUpYyca Ha TBOE YCTPOWCTBO;
3. TNpwu ncnonbsoearmm Wi-Fi oTknoun cpyHkumo "O6wmn gocTyn Kk dharinam n npuHtTepam”.
[aHHas dyHKUKMA 3aKpbiTa NO YMONYaHUIO, O4HaKO HEKOTOPbIE MNOMb30BaTENN aKTUBUPYIOT ee Ans
yoo0bcTBa Mcnonb3oBaHus B pabote nnm yvebe;
4.  He ucnonb3yn nyonuyHein WI-FI ansa nepegaym nuyHbIX aHHbIX, HAanpyuMep Ans Bbixoga B
coumanbHble CETU UMK B 3NEKTPOHHYIO MOYTY;
5.  Wcnonb3yn TONbKO 3alumeHHoe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Be6-
agpeca BBoan umeHHo "https://";
6. B mobunbHOM TenedoHe oTknoum dyHkumio "MogkntodeHne kK Wi-Fi aBTomatnyeckn”. He
AoMycKan aBTOMaTMYeCKOro NoakntoYeHnst yctponcrtaa k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu
CoumnarnbHble CeTV akTUBHO BXOAAT B HALLY XWU3Hb, MHOMME Itoan paboTaroT U KUBYT TaM MOCTOAHHO.
MHorune nonb3oBartenu He NOHMMAIOT, YTO MHCPOPMaLUUS, pa3MeLLEeHHas MU B COLMArbHbIX CETSIX,
MOXET ObITb HaAeHa 1 NCMNONb30BaHa KEM YrogHO, B TOM YMcrle He obs3aTenbHo ¢ 6narumm
HaMepEeHUAMN.
OcCHOBHbIE COBEThI N0 6E30MacHOCTM B coLManbHbIX CETSX:
1. OrpaHnyb cnmcok gpy3en. Y 1ebs B Apy3bsiXx HE JOIMKHO ObITb CryYamHbIX M HE3HAKOMbIX
noaewn;
2. 3awmuian cBol YacTHYIO XU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty TBOero
POXOEHWS 1 OPYIYO NMNYHYI0 MHGOPMaLMO. 3MOYMbILINEHHMKN MOTYT UCMONb30BaTh AaXe
MHOpPMaLUUIo O TOM, KaK Tbl U TBOM POANUTENN MiaHMpyeTe NPOBECTU KaHWUKYIbI;
3. 3awmuan ceol penyTaumio - epXn ee B YNCTOTE 1 3agaBain cebe Bonpoc: xoten Obl Tbl,
4YTOOLI ApYyrne Nonb3oBaTenu BUAENN, YTO Thl 3arpykaellb? Nogyman, npexae Yem 4To-To
onybnmkoBaTb, HaNMCaTb U 3arpy3unTb;



4.  Ecnu Tbl roBopuLLb C NOObMN, KOTOPbIX HE 3Haellb, HE UCMOMb3yin CBOE pearbHOe NMS U
OPYryro NNYHYO MHOPMaUMK: NMS, MECTO XUTENbCTBA, MECTO y4elbl U Npoyee;

5. Wsberan pasmelleHna dotorpacum B HTEpHETE, rae Tbl M300paXkeH Ha MECTHOCTM, No
KOTOPOW MOXHO onpesennTb TBOE MECTOMOSOXEHNE;

6. [pwu pernctpaumm B coumanbHO ceTM HeoBX0aMMO UCMONb30BaTh CIIOXHbLIE NAPONN,
cocTosime 1n3 BykB 1 UMp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [ns coumnanbHOM CeTH, NOYThbl U APYrMX CanToB HEOBXOOMMO MCMONb30BaTh pasHble Naporu.
Torga ecnn Tebs B3NOMAtOT, TO 3NOYMbILLNIEHHWKN NONy4aT AOCTYN TOMBKO K OQHOMY MECTY, a He BO
BCe cpaasy.

AnNeKTPOHHbIE AeHbIU
OnNEeKTPOHHbIE AEHbIN - 3TO O4EHb YAO0OHbIV CNOCOO NnaTexen, OAHaKo CYLLECTBYIOT MOLUEHHUKN,
KOTOpbI€ XOTAT NOMY4YnTb 3TU OEHbIN.
OnNeKTPOHHbIE AEHbIM NOABUIIUCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOIMX rocygapcTeax Ao
CMX MOP He NPOMMCaHO NPO HUX B 3aKOHaX.
B Poccuun xe oHV hyHKLMOHUPYIOT U O HUX YKe MPOMNncaHo B 3aKOHe, rae NX pasnensioT Ha HECKOIbKO
BUOOB - aHOHNUMHbIE N HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbLIE - 3TO Te, B KOTOPbIX
paspeLluaeTca npoBoAuTb onepauun 6e3 naeHTudmkauumn NonbL3oBaTens, a B HEaHOHUMHbIX
noeHTMduKaums nonb3oBarens aBnaeTcst obsi3aTensHoN.
Takke cneagyeT pasnuyartb 3NEKTPOHHbIE bmaTHble AeHbIN (PaBHbI FOCYAapPCTBEHHBIM BanoTam) un
3MNEKTPOHHbIE He(hMaTHbIE OEHbI (HE paBHbI TOCYAAPCTBEHHBIM BantoTam).
OcHoBHbIE coBEeTbI NO 6e3onacHon paboTe C ANEKTPOHHBIMU AeHbramu:
1. TlpuBsXM K cHETY MOBUNbHBIN TenedoH. ATO caMbl YAOOHbIN 1 BbICTPLIA Cnocob
BOCCTAHOBMUTb A0OCTYN K c4eTy. MprBsA3aHHbIA TenedoH NOMOXET, ecnun 3abyaellb CBOW NIaTeXHbIn
naponb Unn 3argellb Ha CanT C HE3HAKOMOrO YCTPOWCTBA;
2. Wcnonb3yn ogHopa3soBble naponu. [ocne nepexoda Ha YyCUNEHHYH0 aBTopm3aumio Tede yxe He
OyaeT yrpoxarb ONacHOCTb KpaXu Unv nepexearta ninareXxHoro napons;
3. Bbibepu cnoxHbin naponb. MNMpectynHukam GygeT He NPOCTO yragaTth CITOXHbLIA Naporb.
HapexHble naponu - 370 Naponu, KoTopble codepXaT He MeHee 8 3HaAKOB U BKITHOYAKOT B ce0s
CTPOYHbIE M NPOMUCHbIE OYyKBbI, LMPLI 1 HECKONBKO CUMBOIIOB, TaKMe Kak 3HaK gonnapa, yHTa,
BOCKNMUATENbHbIN 3HakK 1 T.n. Hanpumep, $tRONg!;;
4. He BBOAM CBOM NUYHbIE AaHHbIE HA CaWiTax, KOTOPbIM HE JOBEPSIELLb.

AneKkTpoOHHasA noyTa
OneKTpoHHAadA NnoyTa - 3TO TEXHONOrMs 1 NpegocTaBnseMble el YCITyr Mo NepeckIrike U NOMy4YeHnto
3MNEKTPOHHbBIX COOBLLIEHNI, KOTOPLIE pacnpeaensitoTcs B KOMMNbOTEPHON ceTh. OBbIYHO 3TEKTPOHHbIN
MOYTOBbIV ALLMK BIMSAAMT CrneayoLlmm 06pasom: MMs_nonb3oBaTensa@ums_gomeHa. Takke Kpome
nepegaYv NpocToro TeKCTa, MMeEeTCsl BO3MOXHOCTb NepeaaBatb dansbl.
OcHoBHbIe coBeThl NO Ge3onacHon paboTe C ANEeKTPOHHOW MNOYTOMN:
1. Hapo BbIbpaTb NpaBuUIbHLIN NOYTOBLIA CEPBUC. B MHTEpHETe eCTb OrPOMHbBIN BbIGOP
6GecnnaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO Iyylle A0BEPATb TEM, KOTO 3HaELLUb U KTO NEPBLIN B
PENTUHre;
2. He ykasbiBall B TMYHOM MOYTE NUYHYI0 MHGopmauuto. Hanprumep, nydle BbibpaTthb
"My3blkanbHbIi_aHat@" unu "pok2013" BmecTo "Temal3";
3. Wcnonbk3ayw gByxaTanHyo aBTopusauuio. 3T0 Korga NoMUMO Maporist HY>KHO BBOAUTb KO/,
npucbinaembin no SMS;
4. BblGepu cnoxHbli naposb. [na Kaxgoro NoYTOBOro silMka OOMmKeH OblTb CBOW HageXHbIN,
YCTOWYMBbIN K B3fIOMY Naporib;



5.  Ecnu ecTb BO3MOXHOCTb HanmncaTb CaMoMy CBOW NIMYHbBIA BOMPOC, UCMOMb3Yn 3TY BO3MOXHOCTb;
6. Mcnonb3yn HECKOSbKO NOYTOBbLIX ALWMKOB. [epBbIn AN YaCTHOW Nepenuckn ¢ agpecatamu,
KOTOPbIM Tbl JOBEpPSiELb. OTO 3NEKTPOHHLIN afpec He HAA0 UCMOMNbL30BaTb NPU permcTpaumm Ha
dopymax n cantax;

7. He oTkpbiBan dhannbl 1 gpyrme BAOXEHUS B NUCbMax, AaXe eCri OHU MPULLAN OT TBOUX APY3eEN.
Jlydwe yTouHM y HMX, OTNpaBnanu nNu oHn Tebe atn annsi;

8. [locne okoH4YaHusa paboTbl HA NOYTOBOM CEpBUCE Nepes 3akpbiTUEM BKNagKn ¢ CauToOM He
3abyab HaxaTb Ha "Beiitun".

Knb6epOynnuHr unmn BuptyanbHoe nsaeBaTtenbCTBO

KnbepOynnuHr - npecnegoBaHne coobLLEHMAMU, cogepXaliumMm ockopbneHns, arpeccuto,
3anyrnBaHne; XyrnMraHcTBo; couunansHoe 60MKOTUPOBaHME C MOMOLLLIO Pa3fMYHbLIX MHTEPHET-
CEpPBUCOB.
OcHoBHEbIe coBeTbl No 6opbbe ¢ kKMbepByNINHIOM:

1. He 6pocarics B 601. Jlydwmn cnocob: NnocoBeTOBaTLCS Kak ceba BECTU U, ECIN HET TOTO, K KOMY

MOXHO 00paTUTbLCA, TO BHAYarne yCcnokomTbCa. Ecnu Tbl Ha4YHeLb OTBeYaTb OCKOPONeHnammn Ha

OCKOpOneHns, To TOMNbKO eLlie BonblLue pasoxokeLlb KOHQIUKT;

2. Ynpaensu cBoen knbeppenytaumen;

3. AHOHMMHOCTbL B CeT! MHMMasi. CyLLeCTBYIOT CNOCOObI BbIACHUTb, KTO CTOMT 3@ aHOHUMHbLIM

aKKayHTOM;

4. He ctouT BECTU XyNUraHckun odpas BUpTyanbHOWM Xn3Hu. IHTEpHET omKkcupyeT Bce TBOU

OENCTBMA N COXpaHAET UX. YaanuTb ux OyaeT KparHe 3aTpyaHUTENbHO;

5. Cobnogan cBOK BUPTYarbHY YeCTb CMOMoay;

6. UrHopupyn egnHn4dHbIA Heratue. OgHopasoBble OCKOpOUTEnNbHbIE COOBLLEHNS nyYLle

urHopmposaTtb. OBbIYHO arpeccus NpekpaLlaeTcs Ha HayanbHOW CTaguu;

7. BaH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOBLLEHMAMM, B COLIMANbHbIX CETAX

€CTb BO3MOXHOCTb BrTOKMPOBKM OTNPaBKM COOBLLEHUI C OnpeaeneHHbIX agpecos;

8. Ecnu Tl cBuaeTenb knbepbynnuHra. TBom 4eNCcTBUSA: BbICTYNUTL NPOTUB NpecregoBaTens,

nokasatb eMy, YTO ero AerCTB/S OLIEHNBAIOTCSH HEraTMBHO, MOAAEPXaTb XKepPTBY, KOTOPOMN HyXHa

Mcnxonornyeckas NomoLLpb, COOOLMTL B3POCHbIM O (dakTe arpecCMBHOIO NOBEAEHWS B CETU.

MoOGunbHbIN TenedoH

CoBpemeHHble cMapTdOHbI U NNaHLWWETbLI cogep)XaT B cebe BMnomnHe B3pochblii hyHKLMOHar, U Tenepb
OHW MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMKU KoMNbloTepamn. OaHaKko, CpeacTB 3alnThbl AN
Nogo6HbIX YCTPOMCTB NOKa O4eHb Marno. TeCTUPOBaHME U MOMCK YSA3BUMOCTEN B HUX NMPOUCXOAMNT He Tak
WMHTEHCMBHO, Kak ans MK, To ke camoe kacaeTcsa U MOOUITbHbLIX NPUITOXKEHWIA.
CoBpemeHHbIe MOBUIbHbIE Opay3epbl YXKe NPaKTUYECKN OOrHanM HacTofbHbIE aHanoru, OaHaKko
paclumMpeHne yHKLMOHana BneyeT 3a cobor 00nbLUYH CIOXHOCTb U MEHbLUYIO 3aLLULLEHHOCTb.
[aneko He Bce NPOM3BOAMTENM BbIMYCKalOT 0OHOBNEHNS, 3aKpbIBalOLME KPUTUHECKME YSA3BMMOCTM OIS
CBOMX YCTPONCTB.
OcHoBHble coBeThl Anst 6esonacHocTy MobunbHoro TenedoHa:

1. Hwuero He aBnsieTcs No-HacTosileMy 6ecnnaTtHbiM. Byab ocTopoXxeH, Beab koraa Tebe

npeanaraT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO NnaTHble YCNyru;

2. [Oywman, npexge 4Yem otnpasutb SMS, doTo nnmn enageo. Tbl TOYHO 3HaeLb, rae oHu OyayT B

KOHEYHOM ntore?

3. Heobxoanmo o6HOBNATL ONEpPaLMOHHY0 CUCTEMY TBOEIO CMapTAOHa;

4.  Kcnonb3yi aHTMBUPYCHbIE NporpamMMbl 411 MOBUbHBIX TenedgoHoB;



5. He 3arpyxan npnnoxeHnsa ot HEM3BECTHOro UCTOMHMKA, BEAb OHU MOTYT coepaTb
BpeOoHOCHOe nporpaMmmHoe obecneveHue;

6. [ocrne Toro kak Tbl BbinAeLb C CanTa, rae BBOAWI NINYHY0 MHpopMauuio, 3anan B HACTPOMKK
©paysepa 1 yganm cookies;

7. Tepunoanyeckn NpoBepsn, Kakme nraTHble YCryrn akTMBUPOBaHbl HA TBOEM HOMEPE;

8. [HaBaw cBON HOMep MOBMMBLHOro TenedoHa TOMbKO MOAAM, KOTOPbIX Thl 3HAELUb U KOMY
JoBepsieLlb;

9. Bluetooth gomxeH 6bITb BbIKMOYEH, KOrga Thl UM He Nonb3yellbes. He 3abbiBan nHorga
NpoBepsATb 3TO.

Online urpbl

CoBpeMeHHbIe OHMalH-Urphbl - 3TO Kpaco4Hble, 3aXBaTbiBaloLLME pa3BrieYeHnsi, 00beaNHSIOLLIME COTHU
TbICSAY YEroBeK Mo BcemMy Mupy. Mrpokn nccnenytot AaHHbIA UM MUp, obLLaoTcs Apyr ¢ ApYyroMm,
BbIMOMHSIIOT 33aHUs], CPaXaroTCst C MOHCTPaAMM U MOMy4akoT onbIT. 32 YAOBONLCTBUE OHW NNATAT:
NoKynarT AMCK, OnnadmnBatoT abOHEMEHT UM NPUOBPETAIOT KakMe-TO OMLUN.
Bce aTm cpeacTtBa ngyT Ha noggepXaHue v pasBuTME UMpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEpPLUEHCTBYHKTCA CUCTEMbI aBTOPU3aLMK, BblNMYyCKalOTCA HOBbIE MaT4un (LI,I/ICprBbIe 3annaTtkm onsa
nporpaMm), 3aKpblBatOTCs YAI3BMMOCTU CEPBEPOB.
B nogobHbIX urpax CToMT onacaTbCs HE CTONbKO CBOMX COMEPHUKOB, CKOSNbKO KpaXku TBOEro Napons, Ha
KOTOPOM OCHOBaHa CMCTeMa aBTopu3aunmn GonbLUMHCTBA Urp.
OcHoBHbIE cOBETLI N0 6€30MacHOCTN TBOEMO UFPOBOTO aKKayHTa:

1. Ecnwu gpyrov nrpok Beget cebst Nroxo nnm cosgaet Tebe HenpusiTHOCTH, 3abrnokupyn ero B

CMMCKe NMPOKOB;

2. Toxanyncsa agMUHACTPaTOpaM Urpbl Ha NSI0X0e NoBeAEeHWE 3TOr0 UMPOKa, KenaTernbHO

NPUNOXNTb Kakne-To AoKasaTenbCTBa B BUAE CKPUHOB;

3 He ykasbiBan nu4yHyto nHpopmauuio B npodganne urpsbl;

4 YBaxan Apyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuean HeomumanbHble natyn u Mogbl;

6 Mcnonb3yi CnoxHble 1 pasHble naponu;

7. [axe BO BPEMS UIPbl HE CTOUT OTKIOYaTb aHTUBMPYC. [1oka Tbl UrpaeLlb, TBOW KOMMLIOTEP

MOTyT 3apasnTb.

DULNHr nnu KpaXxa JIMYHbIX AaHHbIX
OO6bIYHOM KpaKeln OeHer N AOKYMEHTOB CErofiHsl y>Ke HUKOrO He yOUBMLLb, HO C Pa3BUTUEM MHTEPHET-
TEXHOMOIMIN 3MOYMbILLITEHHUKN NEPEMECTUITUCH B UHTEPHET, U NPOJOIMKaoT 3aHMMaTbes "nobumbim”
Oerom.
Tak nosiBMnach HoBasi yrpo3a: MHTEPHET-MOLLEHHNYECTBA UNU (PULLIMHT, rMaBHag Lenb KOTOPOro
COCTOUT B NOMyYeHNN KOHPMAEHUManNbHbLIX JaHHbIX Nofb3oBaTenein - norMHoB 1 naponen. Ha
aHrnuickoM s3bike phishing uMtaetca kak domwmHr (ot fishing - ppioHas noens, password - Naponb).
OcHoBHbIe coBeTbl N0 6opbOe ¢ PULLIMHIoMm:
1. Cnegwn 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3nomaHa, To
HeobxoauMOo 3abnoKMpoBaThb €€ U CooOLWNTL agMMHMUCTPaTopamM pecypca 06 3TOM Kak MOXHO
cKopee;
2. Wcnonb3ayi 6e3onacHble BeG-canTbl, B TOM YACME, UHTEPHET-Mara3vHOB U MOUCKOBBLIX CUCTEM;
3.  Vcnonb3yi crnoxHble n pasHble naponu. Takum obpasom, ecnu Tebst B3NomMatoT, TO
310YMBbILUINIEHHWKY MOMyYaT JOCTYM TOMbKO K OAHOMY TBOEMY NPOMUMI0 B CETU, @ HE KO BCEM;



4. Ecnu tebsa Banomanu, To Heo6xoAMMO NpeaynpeanTb BCeX CBOMX 3HAaKOMbIX, KOTOPbIE
nobasneHbl y Teds B Apy3bsiX, O TOM, YTO Tebsa B3nomanu 1, BO3MOXHO, OT TBOEro umeHu dyaet
paccbinarbcs cram U CCbISTKM Ha (OULLMHIOBLIE CalTbl;

5.  YcraHoBu HagexHbin naponb (PIN) Ha MOBUnbHLIN TenedoH;

6. OTknouM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan hannsl n gpyrue BNOXeHUs B NMMCbMaX, AaxXe eCrnn OHW NPULLINA OT TBOUX OpY3en.
Jlydwe yTouHM y HUX, OTNpaBNAnu nn oHn Tebe aTn anneol.

LudpoBas penyTtauusa

Lindpposas penytauus - aTo HeraTuBHas Unm NO3NTMBHaa MHopmMauusa B cetu o Tebe.
KomnpomeTupytoLaa nHgopmaumsi, pasmeLLeHHas B UHTEPHETE, MOXET CEPbe3HbIM 06pa3oM
OTpasnTbCs Ha TBOEWN pearibHon xu3Hu. "Lindposaga penytauma” - aTo TBOM UMUK, KOTOPbIN
dopmumpyeTca n3 nHpopmMauumn o Tebe B UHTEPHETE.
TBOE MECTO XUTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MONOXEHNE, 0CODEHHOCTM XapakTepa 1 pacckasbl
0 BnNU3KkMx - BCe 3TO HaKaniMBaeTCs B CETU.
MHorne nogpoCTKM NErkOMbICNIEHHO OTHOCATCA K Nybrnvkauum nuyHon nHgopmaumm B IHTepHeTe, He
NOHUMAas BO3MOXHbIX NOCNEACTBUN. Thl AaXKe HE CMOXELLb AoragaTbCcst 0 TOM, YTO dhoTorpadus,
pa3MeLleHHasn 5 neT Hasag, cTana NpUYMHON oTkasa NpuHATL Tebst Ha paboTy.
KommeHTapuu, pasmeLyeHne TBoux oTtorpadui u apyrme 4encTBust MOryT HE UCYE3HYTb Aaxe nocne
TOrO, KaK Tbl MX yAanuib. Tbl HE 3HaeLlb, KTO COXpaHun 3Ty nHcopmMauuio, nonana v oHa B
MOMCKOBbIE CUCTEMbI M COXpaHMMach N1 OHA, a IMaBHOE: YTO NOAYMAlOT O Tehe OKpy»KatoLLme Noau,
KOTOpble HAaWAyT MU yBUOAT 3T0. HanTn nHpopMauunio MHOIo fIET CNYCTS CMOXET 000N - Kak 13 JobpbIx
noOyXaeHun, Tak U C HAMEPEHNEM MPUYNHUTL Bped. DTO MOXET OblTb KTO YrogHo.
OcHOBHble COBETHI MO 3aLLmTe LMGPOBON penyTaunm:

1. Tlogyman, npexge Yem 4To-TO NyGrnmMkoBaTh M NnepenasaTh y ceds B Onore unum B coumanbHom

ceTu;

2. B HacTponkax npoduns yctaHoBM OrpaHUyYeHns Ha NpOCMOTP TBOEro Npodusns u ero

COAEPXNMOro, caenan ero Tonbko "ansa gpysen”;

3. He pasmelan n He ykasbiBa MHpOpMaLuio, KOTopasi MOXET KOro-nnbo ockopbnsitb nnm

obwmxarb.

ABTOpCKOe npaBo
CoBpeMeHHbIe LLUKOMbHUKM - aKTUBHbIE MONb30BaTeNM LMdPOBOro npoctpaHcTea. OgHako ganeko He
BCE 3HalOT, YTO MOJIb30BaHME MHOIMMW BO3MOXHOCTAMM LMdPOBOro Mupa Tpedyet cobntogeHnst npas
Ha MHTENNeKTyanbHyl COOCTBEHHOCTb.
TepMUH "NHTENNekTyanbHas cO6CTBEHHOCTL" OTHOCUTCS K pasnMyHbIM TBOPEHWUSIM YESIOBEYECKOIO yma,
Ha4YMHas C HOBbIX N300PETEHUI N 3HAKOB, 0003HAYaOLLMX COOCTBEHHOCTb Ha NPOAYKTLI U YCNyTn, U
3aKaHuMBas kKHuramm, otorpacpmsamm, KUHopUIbMamMm U My3blKkanbHbBIMU MPON3BEAEHMSIMUN.
ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEeKTyanbHy0 COOCTBEHHOCTb HAa NPOV3BEAEHUS HAYKN,
nnTepaTtypbl U NCKyccTBa. ABTOPCKME NpaBa BbICTYNaOT B KA4eCTBE rapaHTUmn TOro, YTo
WHTENNEeKTYyanbHbIA/TBOPYECKUIA TPYA aBTOpa He BydeT HanpacHbIM, AacT eMy cripaBedSInBbIe
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTatax CBOero Tpyaa, Nony4nTb M3BECTHOCTb M NpuU3HaHne. HUKTo
6e3 paspelLeHnst aBTopa He MOXET BOCMPON3BOANTL Ero Npon3BeAeHNe, pacnpocTpaHaTb, NyornyHoO
AEMOHCTPMpOBaTb, NPoAaBaTh, UMMOPTUPOBATb, NycKaTb B NPOKAT, MyOrMYHO UCMOMNHATD,
MoKasbIBaTb/UCMNONMHATL B 3chmpe unmn pasmellatb B MIHTepHerTe.
Mcnonb3oBaHue "nnpartckoro” nporpaMmHoro obecnedeHmst MOXXeT NPUBECTU K MHOTMM pUCKaM: OT
noTepu AaHHbIX K TBOMM akkayHTaMm 40 OroKMpoBKM TBOETO YCTPOWCTBA, Iae YCTaHOBMNEHA HereranbHas



nporpamMma. He cTonT Takke 3abbiBaTb, YTO CyLeCTBYIOT JierarnbHble U GecnnarHble nporpamMmmsil,
KOTOpPbl€ MOXHO HanTu B CETU.



